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Welcome

This Advanced Configuration Guide outlines the steps necessary to install and configure your Vodafone
Mobile Broadband Sharing Dock and how to use the browser interface.

This guide is separated into 4 chapters:

* Getting Started - Initial Setup and Security Settings

* The Vodafone Mobile Broadband Sharing Dock Browser Interface
¢ Troubleshooting

* Glossary

Please save this Advanced Configuration Guide to your computer’s hard drive for
future reference.

© Vodafone Group 2010, VODAFONE, the Vodafone logos and Vodafone Mobile Connect are trade marks of the
Vodafone Group. Microsoft and Windows are either registered trade marks or trade marks of Microsoft Corporation
in the United States and/or other countries. Other product and company names mentioned herein may be the
trade marks of their respective owners.
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1. Getting Started — Initial Connection and
Security Settings

- Vodafone Mobile Broadband Sharing Dock Overview
- Initial Connection

- The Sharing Dock Browser Login Screen
- Initial Security Configuration

Vodafone R101 4 March 2010
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1.1 Vodafone Mobile Broadband Sharing Dock Overview

The Vodafone Mobile Broadband Sharing Dock is an accessory for your Vodafone Mobile Broadband USB
Stick that allows you to get more out of your USB Stick by sharing a secure Mobile Broadband internet
connection using WLAN. You can connect most WLAN-enabled devices to the Vodafone Mobile
Broadband Sharing Dock (for example PCs, mobile gaming devices, digital music players) to share a
secure mobile internet connection.

The Sharing Dock allows you to position your USB Stick for best mobile coverage, and then shares this
coverage between devices via WLAN. The Sharing Dock can be used with many Vodafone Mobile
Broadband USB Sticks. For an up-to-date list of the currently supported Vodafone Mobile Broadband USB
Sticks please visit the Vodafone global support site www.support.vodafone.com/sharingdock .

1.1.1 System Requirements

To use the Vodafone Mobile Broadband Sharing Dock you need a device with WLAN capability
(supporting WLAN 802.11 b/g/n) and an internet browser.

1.1.2 Device overview

USB Stick
cornector WPS
button
-
LEDs Reset button Ethemet
underneath conrjeptor and
Power switch activity LED
1.1.3 Sharing Dock and USB Stick LEDs
|
GO @ g N
Power I Internet
WLAN  traffic Mmobile
connectivity Broadband
signal
strength
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LED Activity - Sharing Dock

Power: On / Off

WLAN connectivity: Traffic between devices and Sharing Dock. The WLAN Connectivity LED on your
Mobile Broadband Sharing Dock will flash when the WLAN is on and users are connected. It will be solid
when WLAN is on but no users are connected. If it is not lit, then WLAN is off.

Internet traffic: Traffic between USB Stick and mobile network

Mobile Broadband signal strength: Excellent (3 bars) / Very good / Good (1 bar)

Ethernet activity: LAN traffic via the Ethernet cable

LED Activity - USB Stick LEDs

The LEDs on the USB Stick provide valuable status information about the status of your Mobile
Broadband network connection. These are the generic LED colours used on Vodafone Mobile Broadband
USB Sticks, but some devices may have additional LED colours — please refer to the Quick Start Guide for
the specific device used with the Sharing Dock.

GREEN GPRS/ EDGE Flashing: GPRS/EDGE service is available
Solid: Connected to a network using GPRS/EDGE

BLUE . 3G Flashing: 3G service is available
Solid: Connected to a network using 3G
CYAN HSPA Flashing: HSPA service is available

Solid: Connected to a network using HSPA

Vodafone R101 6 March 2010
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1.2 Initial Connection

The Vodafone Mobile Broadband Sharing Dock comes pre-configured with the Access Point Number
(APN) and other Vodafone network settings to allow you to use this device on the Vodafone network
without complex configuration or set-up.

Before you start : Make a note of your WLAN security details which include a WPA2 Key and a WLAN
Network Name (SSID). The WPA2 Key and the SSID are unique to your device and can be found on a label
on the bottom of the Sharing Dock.

You have two connection options when doing the initial setup of the Vodafone Mobile Broadband
Sharing Dock.

Set up a connection to the Sharing Dock - WLAN Mode

In WLAN mode you use the Vodafone Mobile Broadband Sharing Dock as an access point or hotspot. You
use your PC’s WLAN capability to access the device.

O Use your normal WLAN manager on your computer to locate the Vodafone Mobile Broadband Sharing
Dock wireless network.

Note: The steps to connect to a WLAN network vary depending on your operating system and whether
you use the native application or third-party software. Generally you click an icon (often in the System
Tray for Windows or choose System Preferences > Network on a Mac) where you can select “View
Available Wireless Networks.” If you are unfamiliar with wireless networking on your computer, consult
the computer help system.

If multiple wireless networks are found, highlight the one named VodafoneSharingDock_xxxxyy . The
xxxxyy represent a randomly generated set of numbers and letters which will differ per device.

@ Click Connect.

Set up a connection to the Sharing Dock - Ethernet Cable connection

In Ethernet Cable mode, you connect the Ethernet port on the back of the Vodafone Mobile Broadband
Sharing Dock directly to a computer Ethernet port using a LAN cable provided with the Sharing Dock. You
are using your PC’s LAN capability over the Ethernet Cable to access the device, and it will automatically
establish a network connection.

WARNING! It is highly recommended that you set up security for your Vodafone Mobile Broadband
Sharing Dock at this time. The device has WPA2 security enabled, but you may want to change the WPA2
network key and your device logon password with personalised settings.

Note: if you are connected to the device over WLAN and find the hotspot redirects to the WEB Ul (i.e.
configuration page) instead of the page you expected when using the browser, this will be due to the fact
that the device cannot connect the user to a mobile broadband network.

Vodafone R101 7 March 2010
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If you have trouble connecting to the device ensure your WPA2 security key has been entered correctly.
Note: The WPA2 key is case sensitive - please ensure you input it with the correct upper and lower case
characters. An additional common cause of PC connection problems could be that your computer's WLAN
adapter has become confused by working with multiple WLAN devices. The normal way to fix this ona PC
is to right click on the Wireless Network Connection icon in the Windows toolbar, then select Repair.

Please check the LED states and also the connected state in the web User Interface (Ul) to confirm the
device is showing “Connected”, and if not refer to the Troubleshooting section later in this guide.

1.3 The Sharing Dock browser login screen

Enter http://VodafoneMobileBroadband.SharingDock or http://192.168.0.1 into the address
window of your web browser, and press the Enter or Return key. The Sharing Dock web Ul will be
displayed.

Mobile Broadband Sharing Dock Setup
I s
vodafone €] =
Vodafone Add to Favorites Support ufll vodafone UK GPRS Connected
1 2] i 4 & b 18
Welcome to your VVodafone Mobile Broadband Sharing Dock A8

9
Your Mobile Broadband Sharing Dock allows yau to share your Mohile Broadhand internet e ge e A e

4

cannection with multiple WLAMN enabled devices, including printers, cameras, personal internet - F
gaming devices and amaongst mobile workaroups.

Selectthe YodafoneSharingDock WLARM 5510 on each device to connect to your Vodafone Mohile
Broadband Sharing Dock.

The web Ul will always display certain information, regardless of whether you are logged in or not.

@ Vodafone : Links to the Vodafone global web site and allows re-direction to your local country site.
® Add to Favourites : Creates a bookmark for the Sharing Dock.
© Support : Links to the global Vodafone support web site.

O Network signal strength : No white bars indicate no mobile network coverage, then the strength varies
from 1 bar (low signal strength) through to 5 bars (very high signal strength).
© Network name : Name of network that the Mobile Broadband USB Stick is connected to.

O Roaming indicator : White triangle indicates you are roaming.
@ Type of network connection : GPRS, EDGE, 3G, 3G+, HSUPA.
© Connection status :Not connected, Connecting, Connected.

© Login/Logout box.

Vodafone R101 8 March 2010
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1.4 Initial Security Configuration

The Vodafone Mobile Broadband Sharing Dock comes pre-configured with the information required to
connect to the Vodafone mobile network. It will not normally require any additional configuration to the
basic settings unless you are using the device behind a corporate firewall, and this may require the
appropriate proxy server settings to be modified (see later section of this guide for how to do this).

The security of your wireless network is very important. We recommend that you configure the default
security settings immediately by following these procedures:

* Login to the Mobile Broadband Sharing Dock
* Change the Administration Password
* Establish a Secure Profile and set up Wireless Protected Set-up (WPS) if required

1.4.1 Login to the Mobile Broadband Sharing Dock

© Enter the default password “admin” into the Login window in the upper right corner of the screen and

click Login.

5

vodafone

Vodafone

SHARING DOCK

Service Status
Applications

» Router

VViFi

Mobile Broadband

» Administration

HOME NETWORK

Connected Equipment
Hard Disk
Media Server

SUPPORT

» Troubleshooting

Vodafone R101
Version 0.17

Add to Favorites

Logout | English(United Kingdom) + |

Mobile Broadband Sharing Dock
Support

ulll Vodafone UK GPRS Connected

Welcome to your Vodafone Mobile Broadband Sharing Dock : 4

Your Mohile Broadband Sharing Dock allows you to share your Mobile Broadband internet
connection with multiple WLAN enabled devices, including printers, cameras, personal internet
gaming devices and amongst mobile workgroups.

Select the VodafoneSharingDock WLAN SS1D on each device to connect to your Vodafone Mobile
Broadband Sharing Dock.

\;/
> Service Status: to check the status of my
services Internet connection and WiFi

Mobile Broadband Settings
./[ -

= Change the setup of my Mobile
Broadband Device

> Troubleshooting: to access
comprehensive troubleshooting for the
Box

> Applications: to authorise my applications
and games so they work in the network

= WiFi: to manage my wireless connection h
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1.4.2 Change the admin password

@ From the left hand menu, select Administration > Password Settings.

‘ Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock

Vodafone Add to Favorites Support ulll Vodafone UK GPRS Connected

SHARING DOCK Home * SHARING DOCK [ Password Settings

Service Stat i
ervice Status Password Settll'lgs

You can use this function to change the password of current logged in user.

Applications

» Router

WiFi

Mobile Broadband

Setting the password

Old passwaord: |
¥ Administration

Password Setfngs New password: | |
Time Settings
Firmware Upgrade

HOME NETWORK

Connected Equipment
Hard Disk

Confirm new password: | |

Media Server

SUPPORT

» Troubleshooting

(2] Type “admin” into the Current Password field.
© Select a new administration password and enter it into both password fields.

O Click OK.

This will be the new administration password that you use when you login to the browser interface.

Note: Please record the new password. You will have to reset the device
using the Master Reset button if you forget your new administration password.

Vodafone R101 10 March 2010
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1.4.3 Establish a Secure Profile and set up WPS if required

You can use advanced router security options: WEP / WPA / WPA2 / WPA (PSK) / WPA (PSK2) / MAC
address filtering / NAT or WPS security.

IMPORTANT: Your Vodafone Mobile Broadband Sharing Dock comes with a pre-set WPA2 key
that is unique to the device and is listed on the label that can be found on the bottom of the
Sharing Dock. If you want to change this key to something more memorable, you can change it
by following the steps below. Vodafone recommend changing the WPA2 key to a secure key
which can be easily remembered. Note: The WPA2 key is case sensitive - please ensure you input

it with the correct upper and lower case characters.

@ From the left hand menu, select WiFi.

General WiFi parameters

Enabled 2)

& Enabled (O Disabled

Select Band Width: Select channel:
wes @
WPS
(=) Enabled ("3 Disabled

WPS-PIN for External Registrar 585062885 I —

SSID WiFi parameters

S$SID (name of WiFi network) 2

MName of S510: |VodafoneSharingDock_DUSC11 | Broadcast SSID: I

Security 2
None ¢ WEP| ) WPA-PSKII (=) WPA2-PSKIIN
(not recommended)

Select option:

Password (Ascii) 2 |1234557390 |

MAC filtering (list of registered terminals) 2

) Allow (%) Deny

Vodafone R101 11 March 2010
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@ In the SSID WLAN Parameters box, choose the security level you want (WPA2 is the default).
© Select the type of key encryption algorithm you want to use from the drop-down box

O Enter a memorable Network Key you want to use for the Sharing Dock WLAN access.

© Click OK.

(6 If your PC Operating system supports WPS (Wireless Protected Setup) Vista and Windows 7 you can

enable WPS security (See the following page of this guide for a detailed description of the three
options available, and how to set up each one).

IMPORTANT: Your wireless connection will be disabled at this point. You must reconnect with the new
network key you just established if you are currently using wireless access to do the initial security
configuration.

Vodafone R101 12 March 2010
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1.4.4 WPS Configuration

Wireless Protected Setup (WPS) allows a user to establish a WLAN connection easily between the
Vodafone Mobile Broadband Sharing Dock and any device that supports WPS. Windows 7 and Windows
Vista offer support for WPS natively, with Windows XP only offering support for WPS if the “Wireless
Provisioning Services Information Element (WPS IE)” Update has been installed. WPS functionality is
enabled by default.

The Vodafone Mobile Broadband Sharing Dock supports the following three methods for enabling WLAN-
Devices to obtain the Sharing Dock WLAN security details via WPS.

1. Push Button Configuration (PBC) method

@ Make sure the WPS function has been enabled in the Mobile Broadband Sharing Dock

@ On the WLAN device (eg PC), select the WLAN access utility which includes WPS support (provided by
PC vendor) and select the PBC method. Follow the instruction in your WLAN utility.

© Push the WPS button on the Mobile Broadband Sharing Dock and the WiFi LED will begin blinking.
When the WiFi LED is blinking the WPS button does not need to be pressed again.

O If the WPS functionality is working correctly the WiFi LED will stop blinking and will display solid red.

2. PIN-Enter Configuration method
@ Make sure the WPS function has been enabled in the Mobile Broadband Sharing Dock

@ On the WLAN device (eg PC), select the WLAN access utility which includes WPS support (provided by
PC vendor) and select the PIN method if appropriate. An eight digit number will be generated.

© From the left hand menu of the Mobile Broadband Sharing Dock, select WLAN. On the WPS screen

enter the 8 digit PIN number obtained from the PC’s WPS utility into the WPS-PIN field of the Sharing
Dock web Ul and click "Start" button to activate PIN method.

O |f the WPS functionality is working correctly the WPS LED will change to green.

3. PIN for External Registrar method

@ Ifan external registrar is available, you can use the Mobile Broadband Sharing Dock’s PIN within the
external registrar.
@ From the left hand menu of the Mobile Broadband Sharing Dock, select WLAN. On the WPS screen

select "Generate" and generate a new PIN or click "Default" to reset the PIN to factory default.

© Enter this PIN into the external registrar.

Vodafone R101 13 March 2010
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2. Vodafone Mobile Broadband Sharing Dock Browser Interface

- Overview

- Service Status

- Configuring Applications Internet Access
- Router

- WLAN

- Mobile Broadband Settings

- System Administration

- Home Network

Vodafone R101 14 March 2010
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2.1 Overview

2.1.1 Access the Sharing Dock Home Page from your web browser

Enter http://VodafoneMobileBroadband.SharingDock or http://192.168.0.1 into the address
window of your web browser, and press the Enter key. The Sharing Dock Home Page will be displayed.

When you first connect to the Vodafone Mobile broadband Sharing Dock with your web browser, you see
the "Vodafone Mobile Broadband Sharing Dock Home Page” which gives basic status information. You
will not be logged into the Sharing Dock at this stage.

Mobile Broadband Sharing Dock Setup
=

vodafone
Vodafone Add to Favorites Support il Vodafone UK GPRS Connected
Welcome to your Vodafone Mobile Broadband Sharing Dock "8
9
Your Mobile Broadhand Sharing Dock allows yvou to share vour Mohile Broadband internet ol ee 8
connection with multiple WLAN enahled devices, including printers, cameras, personal internet ; : ea (]
gaming devices and amaongst mobile workgroups. g

Select the WYodafoneSharingDock WLAN S5ID an each device to connect to your Wodafone Mohile
Broadband Sharing Dock.

2.1.2 Login to the Sharing Dock to access the management menus

To login to the Vodafone Mobile Broadband Sharing Dock, enter your password (or if you have not
changed it, the default password “admin”) into the Login window in the upper right corner of the screen
and click Login. The Home Page will be displayed, and you will have access to the Sharing Dock
management menus.

Vodafone R101 15 March 2010
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‘ Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock

Vodafone Add to Favorites Support Vodafone UK  GPRS Connected

SHARING DOCK

Service Status - g
. z "

— Welcome to your Vodafone Mobile Broadband Sharing Dock 9
» Router B ® n
WiFi Your Mobile Broadband Sharing Dock allows you to share your Mobile Broadband internet O - W e ¢

connection with multiple WLAN enabled devices, including printers, cameras, personal internet O & ¢ &
Mobile Broadband gaming devices and amongst mobile workgroups. P v

<

, o g
SIS T o Select the VodafoneSharingDock WLAN SS1D on each device to connect to your Vodafone Mobile

Broadband Sharing Dock.

HOME NETWORK

Connected Equipment
L Mobile Broadband Settings

Hard Disk
s,

= Change the setup of my Mobile
Broadband Device

Media Server

SUPPORT

» Troubleshooting

> Service Status: to check the status of my
services Internet connection and WiFi

> Troubleshooting: to access
comprehensive troubleshooting for the

Box
> Applications: to authorise my applications
and games so they work in the network
= WiFi: to manage my wireless connection h
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2.2 Service Status

Choose Service Status from the left hand menu bar.

‘ Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock

Nodsione BT R Support wlll Vodafone UK GPRS Connected
Home > SHARING DOCK [ Service Status

Servi]kw Stat =

Aen@_ — Service status
pplications

» Router

ViFi Mobile Broadband

Your Mobile Broadba
Mobile Broadband
¥ Administration

HOME NETWORK

Connected Equipment WiFi
Hard Disk WiFi is enabled
Media Server (T) Your WiFi connection is secure (WPAZ Auto).

SUPPORT

b Troubleshooting

The Service Status screen allows you to understand the overall status of the device, when used in
conjunction with the information on the Troubleshooting screen on the left hand menu bar. The screen is
divided into 2 parts:

The top part of the screen displays the status of the WLAN network provided by the Vodafone Mobile
Broadband Sharing Dock (enabled/disabled).

The lower part of the screen displays the status of the connection to the wireless network made by the
Vodafone Mobile Broadband USB Stick.

Vodafone R101 17 March 2010
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2.3 Configuring Applications Internet Access

Choose Applications from the left hand menu bar.

‘ Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock

Vodafone Add to Favorites Support ol vodafone UK GPRS Connected

SHARING DOCK Home » SHARING DOCK [ Applications

Service Status

Configuring applications

Applicationib
» Router For security reasons, the Sharing Dock is configured to block all communication from the outside. If you have applications that need to
communicate with the outside world, you can authorise them by selecting them from the following list.
= If you can"t find the application in the list, you can configure it manually on the NAT configuration page..
Mobile Broadband
» Administration Configuring applications

i i ?)
TR T Select application 2)

Selectthe application you want to authorise:

Games : Communication : Internet : Servers:
Hard Disk == v| [— v [— ¥ |

Connected Equipment

Media Server

List of authorised applications )

» Troubleshooting

Xbox Live 360 192 168.0.99 7]
NHL 2006 192.168.0.98 #]
NetMeeting3 192.168.0.44 @

The Applications screen allows you to configure the Sharing Dock to authorise network access to specific
applications (usually gaming applications) to allow them to work correctly. Many of the most popular
games and access methods are already included in the drop-down menus on this screen — consult your
application user guide to see what options you should select on this screen.

If your application does not appear on the drop-down menu you can add it and configure it manually on
the NAT configuration page — choose Router > NAT to access this manual configuration page.

After you have configured your applications they will appear in the authorised applications list at the
bottom of the screen. You can now delete or change the application authorisation using the Delete and
Change buttons on the right hand side of the screen.

Vodafone R101 18 March 2010
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2.4 Router

Choose Router from the left hand menu bar.
There are three sub-menus: LAN configuration, NAT/PAT management and DMZ setup.

2.4.1 LAN Settings

Choose Router > LAN from the left hand menu bar.

‘ Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock

Vodafone Add to Favorites Support ol vodafone UK GPRS Connected

SHARING DOCK Home » SHARING DOCK / DHCP

Service Status

Home network addresses

Applications
w Router You can use this function to automatically configure your home network so that your computers can share the Internet connection. If
you prefer, you can still enter your parameters manually.

LA
= | Parameters of home network addresses
DMz Parameters of home network addresses

WiFi IP address of router 2

Mobile Broadband IP address: 192.168.0.1

» Administration Subnet mask: 2552552550

LAN Domain: |VodafoneM0biIeElroadband.SharingDock

Connected Equipment
Hard Disk

DHCP server configuration ?)

Media 5
ia Server (*) Enabled () Disabled

SUPPORT

» Troubleshooting Start of IP address range:
End of IP address range:
Lease:

List of reserved IP addresses 2

= Save |=Save & Reboot

The LAN screen gives you the following status information about your device:

* Local IP Address

* Subnet Mask

e LAN domain name (default value is http://VodafoneMobileBroadband.SharingDock)

* DHCP server enable/disable. DHCP Server allows the device to automatically assign a local IP
address to a new device joining your network (such as a wireless printer or additional laptop).
Without DHCP Server enabled, you will have to assign static IP addresses to all devices on your
network.

* |P Address Range and Lease. IP Address Range used by the Vodafone Mobile Broadband Sharing
Dock DHCP server, and the time of each lease (default 1 day).
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* Reserved IP Addresses. Specific IP Addresses that are manually assigned to a specific device and
that should not be assigned by the DHCP server.
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2.4.2 NAT (Network Translation) settings

Choose Router > NAT from the left hand menu bar.

NAT management and port redirection

You can use this function to manually create rules to translate IP addresses and ports in your home network inte an Internet address
and port. This means you can protect yourself from unsolicited requests from the outside world. The application you want to configure
may already be in the list of preconfigured applications

Port and NAT parameters

NAT
(=) Enabled () Disabled

List of NAT rules 7)

Xbox Live 360 TCP 3074 3074 192.168.0.99 3074 3074 5 E
Xbox Live 360 LDP 88 88 192.168.0.99 88 88 5 @
¥box Live 360 LIDP 3074 3074 192.168.0.99 3074 3074 5 @
HHL 2006 LDP 3658 3658 192.168.0.98 3658 3658 5 @
NetMeeting3 TCP 1503 1503 192.168.0.44 1503 1503 5 E
HetMeeting3 TCP 1720 1720 192.168.0.44 1720 1720 5 @
lce | I I | I | 3

The NAT function allows you to enhance the security of your system by only allowing certain
applications to reach the Internet. In order to set up port filtering for a custom application, you will need
to know the source port numbers or source port ranges, and the protocol (TCP, UDP, or both) used by
outgoing traffic.

Incoming traffic from the Internet is normally prevented by the firewall from reaching devices on your
local wireless network. PAT uses the destination IP and destination port fields to allow Internet users to
reach any server you are running on your computer, such as an FTP server. Also some online games
require incoming access to work properly.

IMPORTANT: You will need to set up static IP addresses on your WLAN for each device that has an
application you want to forward to.
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2.4.3 DMZ Configuration

Choose Router > DMZ from the left hand menu bar.

DMZ configuration

You can use this function to make one of your PCs accessible fram the Internet fweb or FTP server applications), while still protecting the
other computers in your netwark.

Your service is disabled.

yEnabled @ Disabled

DMZ parameters @

[192.168.0.200

The purpose of a DMZ is to add an additional layer of security to a LAN; an external attacker only has
access to equipment in the DMZ, rather than the whole of the network. Generally, any service that is
being provided to users in an external network could be placed in the DMZ. The most common of these
services are web servers, mail servers, ftp servers, VoIP servers and DNS servers.

DMZ configuration

You can use this function to make one of your PCs accessible fram the Internet (web or FTP serer applications), while still protecting the
other computers in your netwaork.

Your service will be enabled after you click OK.

siEnabled O Disabled

DMZ parameters

Enter the IP address ofthe computer you want to include in the DWMZ (the default setting is the IP address of the computer you are using to
access this interface):

IP address: |192.168.0.200 |

If you enable the DMZ, you are prompted for the IP address of the computer to be exposed to the external
network.
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2.5 WLAN

Choose WiFi from the left hand menu bar.
The screen is divided into three sections:
2.5.1 General WiFi settings

General WiFi parameters

WiFi is enabled. 7)

® Enabled O Disabled

Select Band Yyidth: Select channel:

The general WiFi parameters screen allows you to enable/disable the WLAN functionality and to select
the WLAN Bandwidth and channels. If the devices accessing the Sharing Dock have IEEE 802.11n
capability you can select either 20MHz or 40MHz (2 bonded) channel bandwidth. You can select a
specific channel for the WLAN in order to prevent conflict or contention with other wireless devices which
are transmitting within the local area, or leave the setting at “auto” and the Sharing Dock will
automatically choose a free channel.

2.5.2 WPS (Wireless Protected Setup)

WPS
® Enabled O Dizabled
WP S-FIN for External Registrar EBR0EZEE = Generate Wl = Defautt

If your PC Operating system supports WPS (Wireless Protected Setup) Vista and Windows 7 you can
enable WPS security in the WPS box. The WPS set up methods are described in Section 1.4.4 “WPS
Configuration” above.

IMPORTANT: Your wireless connection will be disabled at this point. You must reconnect with the new
network key you just established if you are currently using wireless access to do the initial security
configuration.
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2.5.3 SSID parameters and MAC filtering

SSID WiFi parameters

SSID (name of WiFi netwerk) 2

Name of SSID: \VodafoneSharingDock_D03C11| ~ Broadcast SSID: v
Security )
(3 Mone O WEA (3 WPA-PSKIII () WPAZ-PSKIIN

(not recammended)

Select option:

Password (Ascii) 7) |123455T890 |

MAC filtering (list of registered terminals) 2

(3 Allow (&) Deny

The SSID WLAN parameters screen allows you to change the name of the WLAN network (the default
name is VodafoneSharingDock_xxxxyy where the xxxxyy represents a randomly generated set of numbers
and letters which will differ for each Sharing Dock).

You can also select whether the name of the network is broadcast (if it is not broadcast then other users
will not see it on their list of available networks, but you will need to specify the name on the WLAN
configuration for your PC in order to connect to the Sharing Dock).

Several levels of security are available — the default is the highest level of generally available wireless
security encryption (WPA2-PSK). The Auto option means device will support both TKIP and AES
encryption algorithms in WPA or WPA2, and the algorithm that will actually be used will depend on the
wireless client.

To change the Network Key (Password), enter a memorable Network Key you want to use for the Sharing
Dock WLAN access and select OK.

The MAC Address Filter allows you to restrict access to your device by MAC address. The MAC address is
specific to a particular piece of hardware such as a network adapter. By using the MAC Address Filtering
you only allow certain devices access to your Vodafone Mobile Broadband Sharing Dock device. If the list
is empty then any client with the correct security credentials can access the Sharing Dock.

IMPORTANT: Do not enable MAC Address Filtering unless you have added your own MAC address to the
MAC address list, otherwise you will be unable to access the Sharing Dock.

e OnaWindows computer, you can find the MAC address by running ipconfig /all from the cmd
window. The MAC address is referred to as the Physical Address.
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* OnaMac, open System Preferences > Network. Select Airport in the Show: drop down list. The
MAC address is the Airport ID that displays underneath.

2.6 Mobile Broadband Settings

Choose Mobile Broadband from the left hand menu bar.

Mobile Broadband settings

SIM PIN Management

Signal Status Network Time Connected Seszion Volume Throughput
Available . E 0 bps.
ool Vodafone UK GPRS © 2 min. 12 sec. H 4987 KBytes.
’ (Data) n ¥ 0 bps.

Maobile Broadband Connection 2

= Disconnect

OpCo: |Vndafnne UK b

Account Type:
Connect Method: [ Autornatically connecting when reaming

Idle Time

(Minute}: |5 |

The Vodafone Mobile Broadband Sharing Dock will be automatically set up based on the settings in your
Vodafone SIM. This screen allows you to modify these settings if required for your own specific
circumstances. This screen also provides connectivity status and connection statistics.

2.6.1 SIM PIN Management & Mobile Broadband Connection Settings

Some networks require a SIM PIN to be entered before access to the network is allowed. If your network is
one of these you can store the SIM PIN here, and it will be sent to the network automatically when
required.

Standard Vodafone connectivity information will be automatically based on your SIM, but you can modify
the settings in this screen.
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2.6.2 Wireless Network Selection

Available Mobile Broadband Networks

® Automatic (UMTS preferred) - -
&) Vodafone UK current GEM

You can select the Mobile network or Vodafone Partner Network that you want to connect to (from a list
of enabled networks).
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2.7 Systems Administration

Choose Administration > Password Settings from the left hand menu bar.

2.7.1 Password settings

Password Settings

You can use this function to change the password of current logined user.

Setting the password

Old pasgword: |muvuvu- |

Mew passwoard: | |

Canfirm new passward: | |

ks > 0K

This screen allows you to change the administration password that you need to enter on the Sharing
Dock Home Page (http://VodafoneMobileBroadband.SharingDock or http://192.168.0.1 from your
web browser) in order to login to the Sharing Dock. Please change it to something memorable. The
default password is "admin”.

2.7.2 Time Zone settings

Choose Administration > Time Settings from the left hand menu bar.

Time Settings

Set Time Zone

lJse this setting to insure the time-based client filtering feature and system log entries are based on the carrect localized time.

F(GMTIGreenwich hean Time: Dublin, Edinburegh, Lishon, London | s I%

Configure Time Server (NTP)
You can automatically maintain the system time on your ADSL router by synchronizing with a public time server over the Internet.

[ Enable Automatic Time Server Maintenance

The screen allows you to set the local time, and to synchronize with an external public time server on the
internet to ensure accurate record-keeping.
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2.7.3 Firmware Upgrade, Configuration backup and restore, Factory Default Reset
Choose Administration > Firmware Upgrade from the left hand menu bar.

Firmware Upgrade

This tool allows you to upgrade the router firmware using a file provided by us. You can download the latest firmware from your local
network operator.

Firmware File: | |[ Browse.._|

Backup Configuration of Mobile Broadband Sharing Dock

After you click following "Backup” button. You could backup all current configuration.

Restore Configuration of Mobile Broadband Sharing Dock

Enter the path and name of the backup file then click the "0OK” button below. You will be prompted to confirm the backup restoration.

Restore from saved Configuration file: | |[ Browse__]

Restore to Factory Defaults

After you click following "Restore™ button, you could reset configuration of the Maobile Broadband Sharing Dock to factory default value and
reboot device to activate these new configuration.

If you have a firmware upgrade for your device, and have downloaded a new version of firmware to your
PC you can browse to the firmware file and select OK to instigate the upgrade.

The Backup and Restore screens allow you to keep a backup of your device configuration settings, and to
restore it if required.

Finally, the Restore to Factory Defaults option will reset your device to the standard settings that applied
when it first came out of the box.
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2.8 Home Network

2.8.1 Connected Equipment

Choose Connected Equipment from the left hand menu bar under Home Network. This will help
diagnosing any problems as it shows all devices (terminals and accessories) connected to the Sharing

Dock, and their status.
Connected equipment 2

Accessories Terminals

EtherHEt
—
nut connected

IP: 192.168.0.200

= (cfn)

WI Fi

9 Sharing Dock

|

2.8.2 External Storage Management

Choose Hard Disk from the left hand menu bar under Home Network. If Digital Living Network Alliance
(DLNA) is enabled, and you have a microSD card in your USB device, then the microSD card storage space
can be shared between devices accessing the Sharing Dock via WLAN.

Managing your external storage

You can use this service to share external storage space (hard disk, USB key, portable media player) among the computers
connected to the Mobile Broadband Sharing Dock.

Storage space currently connected to the Mobile Broadband Sharing

HUAWVEI (MMC Storage) Partition1 (FAT32) T7.39 GB 7.05GB
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2.8.3 Media Server

Choose Media Server from the left hand menu bar under Home Network. If the media server button is
enabled (select Enabled then click OK), and there is a Micro SD card in the USB Stick, then the Sharing
Dock can be used to configure the shared folder.

i Logout |Eng|ish(United Kingdom) V|
vodafone Mobile Broadband Sharing Dock
Vodafone Add to Favorites Support ulll Vodafone UK GPRS Connected

SHARING DOCK Home » Accessories [ DLNA

Service Status

Media Server parameters

Applications

» Router This page allows you to activate or deactivate DLNA server.

WiFi

Mobile Broadband Your service will be enabled after you click OK.
» Administration ® Enabled ) Disabled

HOME NETWORK

Connected Equipment Configuring shared folddf

Hard Disk

Media Server

All Playlists HUAWEI (MMC Storage) - Partition1 (FAT32) @
. MyPlaylists
v Trouble‘\ﬂ‘_rj)otmg
) : > Add
Box Diagnostics
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3. Troubleshooting

- Overview

- The Box Diagnostics Screen

- Common Problems and Solutions
- Using the Master Reset Button
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3.7 Overview

The following tips will help solve many common problems encountered while using the Vodafone
Mobile Broadband Sharing Dock.

* Make sure you are using the Vodafone Mobile Broadband Sharing Dock in the correct
geographic region.

* Ensure that the Vodafone network coverage extends to your current location.

When properly installed, the Vodafone Mobile Broadband Sharing Dock is a highly reliable product.
Most problems are caused by one of these issues:

* System resources required by the Vodafone Mobile Broadband Sharing Dock are being
used by other devices.

* Network coverage is unavailable due to coverage area, a network problem or an account
problem.

The following two items are referenced frequently in the solutions that follow. Please make note of
their differences.

Open the Vodafone Mobile Broadband Sharing Dock Home page.

1. Type http://VodafoneMobileBroadband.SharingDock or http://192.168.0.1 in your
browser address bar and press Enter/Return.

2. The “Vodafone Mobile Broadband Sharing Dock Home Page” opens and gives basic status
information

Login to the Vodafone Mobile Broadband Sharing Dock.

1. Type http://VodafoneMobileBroadband.SharingDock or http://192.168.0.1in your
browser address bar and press Enter/Return.

2. Type the administrative password into the login window and click Login.
3. The "Home” page opens and gives you access to the menus.
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3.2 The Box Diagnostics Screen

Choose Troubleshooting from the left hand menu bar under Support.

Diagnostics

= Sharing Dock Version = WiFi interface

= Mobile Broadhand Connection Status = Ethernet interfaces
= Sharing Dock configuration =SB interfaces

Sharing Dock Version

Product name Vodafone Mobile Broadband Sharing Dock
Software version 0.00.26 (Oct 29 2000 19:39:21)

Hardware version ROC

Serial number 935112991

Time since )

startup 0 day 0 hour 10 minutes

Mobile Broadband Connection Status

Disconnected Connected

Uptime of current )

Internet con ion 0 day 0 hour 04 minutes

Data rate Upstream data rate: 64 Kbps., Downstream data rate: 384 Kbps.
IP address 10.47.134 202

DNS server 10.203.129.68, 10.203.129 68

Sharing Dock configuration

DHCP Enabled
DMZ Disahled
WiFi

Status Enabled

Hetwork name (S 5ID) Vodafone SharingDock_D03C11

Mode Mixed 802.11n, 802.11g and 802.11b
Channel Auto

Authentication mode WPA2-PSK

Ethernet interfaces

LAN Down

USB interfaces

Device: HUAWEI Technology (HUAWEI Mobile E160X)
IMEI: 3565855021032345

Port 1: IMSI:_2341 59051263236
Version: 11.604.20.01.00

Device: HUAWEI (MMC Storage)

The Diagnostics screen provides you with trouble-shooting information about each area of functionality
within the Sharing Dock.
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3.3 Common Problems and Solutions

All of the steps mentioned here are given in more detailed form elsewhere in the user guide.

No service is available. - OR - | get a “Limited or No Connectivity” message.

> You are outside of the coverage area of the Vodafone network.

> Re-orient the Vodafone Mobile Broadband Sharing Dock.

> |f you are inside a building or near a structure that may be blocking the signal, change the position or
location of the device. For example, try moving the Vodafone Mobile Broadband Sharing Dock close
to a window.

> Check the status of the LEDs - if you are connected the USB Stick LED should be a solid colour as
shown in the LED States page.

> Login to the Vodafone Mobile Broadband Sharing Dock and check the connected status

> Check the SIM status with your Vodafone customer care team — there may be a problem with your
account.

| forgot my password.

> You can reset the device to factory defaults using the master reset button which can be found on the
bottom of the device.

I cannot connect to the Vodafone Mobile Broadband Sharing Dock.

> Make sure the USB Stick LED is on (it will be solid cyan for a UMTS connection)

> Make sure your PC wireless radio / AirPort is turned on. (Check your computer help if you need
assistance.)
Open your wireless network connection list.
Windows: Right-click icon and select View Available Networks.
Mac: Pull down list from AirPort icon.
Select the VodafoneSharingDock_xxxxyy network name (in Windows, click Connect).
When the Vodafone Mobile Broadband Sharing Dock is connected to the network, the USB Stick
LED begins to blink.

My network does not appear in the wireless network list.

> Verify that the Vodafone Mobile Broadband Sharing Dock LEDs are on and are not showing an error
condition.
> (Check that there are not already 5 simultaneously connected devices on the device by choosing
Connected Equipment from the left hand menu bar under Home Network.
> Refresh your network list on your computer.
Windows: Click Refresh Network List on the left side of the Wireless Network Connection
screen. If that does not work you can try the following:
1. Open Network Connections.
2. Right-click Wireless Network Connection and select Properties.
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3. Click the Wireless Networks tab.

4. Delete any unused wireless connections from the Preferred Networks list and click OK.
5. Restart your computer.

Mac: Try rebooting your computer.

The USB Stick LED stays solid red or “SIM not found” is displayed in the Connected Status field
on the main web Ul

> The SIM card may be missing or inserted incorrectly. Pull out and re-insert the SIM card. Be careful not
to touch the contact points when handling the SIM card.

The LED is flashing red or “PIN required” is displayed on the main web Ul.

> The SIM card is locked. Enter your PIN code when prompted in the SIM PIN Management area of the
Mobile Broadband screen. If you enter the wrong PIN code 3 times, you will be prompted to enter
your PUK code. If you enter the wrong PUK code 10 times, your SIM card will be locked forever.
Please contact your Vodafone customer care team before this happens and ask them for your
PIN/PUK codes.

| see the network name but cannot connect to the Vodafone Mobile Broadband Sharing Dock.

> Check the user name, password, and access point name (APN) in your connection profile. If any of
these are wrong, you will not be able to connect to the network.

| get a message that Vodafone Mobile Connect software cannot be installed when | try to use my
Vodafone Mobile Broadband Sharing Dock in USB mode.

> You might not have administrative privileges. Contact your system administrator or log on to your
computer as an administrator and try plugging it in again.

How do | disconnect from the network?

> Turn off the Sharing Dock using the power button on the back, or unplug the USB Stick from the
Sharing Dock.

How can | set a new PIN for my SIM card?

> Set anew PIN using the Vodafone Mobile Broadband Sharing Dock browser interface. Go to Mobile
Broadband Settings > SIM PIN Management.

Where can | find information about Internet connectivity and my WLAN setup?

> Login to the Vodafone Mobile Broadband Sharing Dock Home browser interface and select
Troubleshooting > Box Diagnostics
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Can | use my Vodafone Mobile Broadband Sharing Dock as a tethered modem with my computer?

> No, but you can use the USB Stick directly in a USB port on your PC, and the Vodafone Mobile
Connect software and drivers will install and start automatically.

How do | check the model number and firmware versions of my Vodafone Mobile Broadband
Sharing Dock?

> Login to the Vodafone Mobile Broadband Sharing Dock Home browser interface and select
Troubleshooting > Box Diagnostics

How can | find out the network technology and provider currently in use?

> Open the Vodafone Mobile Broadband Sharing Dock Home page
http://VodafoneMobileBroadband.SharingDock. The network information is displayed in the
menu bar.

Can | backup my configuration settings?

> Yes. Login to the Vodafone Mobile Broadband Sharing Dock and choose Administration > Firmware
Upgrade and select Backup.

Can | find my IMEI number?
> Yes. Login to the Vodafone Mobile Broadband Sharing Dock and choose Mobile Broadband.

How do I turn off the Vodafone Mobile Broadband Sharing Dock?

> Press and hold the Power button until the LEDs turn off, or switch off the mains power and the power
socket.

What is the default administrative/login password?

>  “admin”

How do | access information on the WLAN network and WLAN clients?

> Login to the Vodafone Mobile Broadband Sharing Dock and choose WiFi.

How do | ensure my WiFi enabled devices can find the Vodafone Mobile Broadband Sharing Dock?

> When attempting to use the Sharing Dock with a WiFi enabled handheld device such as a phone, MP3
Player etc you may experience problems locating your Sharing Dock on the available WiFi networks
(SSIDs). This may be due to the WiFi enabled devices inability to handle long SSID names. This can be
easily corrected by amending the SSID name of the Sharing Dock within the WiFi settings page of the
web Ul to a smaller length of characters. See section 2.5.3 SSID parameters and MAC filtering. For
example, you could change it from “VodafoneSharingDock XXXXYY” to “VF” .
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Why does my PC Wi-Fi not connect to the Vodafone Mobile Broadband Sharing Dock?

> There is a problem that appears when a computer that is running Windows XP SP3 cannot
authenticate a wireless router that uses the Wi-Fi Protected Setup (WPS) when the router is
configured to use Wired Equivalent Privacy (WEP). This problem occurs because Windows XP SP3
mistakenly tries to authenticate a WEP-configured device by using 802.1x authentication, and
therefore the authentication fails.

You will not experience this problem if you have all the Windows XP operating system updated
automatically. If you experience this problem there is a hotfix (971455) available from Microsoft that
should be applied to your PC. Please search for “hotfix 971455” on www.microsoft.com to access
information, download and update instructions.

Alternatively, you can follow this work-around :-

In the wireless connection manager on your PC you will see the message “Validating Identity”

and the network icon state is “searching for network” if you have this problem. The solution is to
disable 802.x authentication in your wireless connection manager. The process varies under different
operating systems, but the approach is similar to below.

¢ Right-click on your internet connection

e Select “Properties”

* Select “Authentication”

* De-selectthe “Enable 208.x authentication” check-box
e Click “OK”
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3.3 Using the Master Reset Button

The Vodafone Mobile Broadband Sharing Dock comes with a master reset button that allows you to
return it to its factory default state.

The master reset button is recessed in a hole on the bottom of the device. You will need a paperclip
or similar object to push the button.

> Make sure the Vodafone Mobile Broadband Sharing Dock is powered on.
> | ocate the master reset button on the back of the device next to the label.

> |nsert a paperclip into the hole and hold the button down for 5 seconds until the LED goes off

— this will power cycle the device. Holding the button down for 10 seconds will return the
device to its factory default settings.

Your list of wireless networks will now show the original default network when you first
configured your device.

> Connect to the Vodafone Mobile Broadband Sharing Dock again.
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4. Glossary

Vodafone R101 40 March 2010
Version 0.17



Advanced Configuration Guide
Vodafone Mobile Broadband Sharing Dock

802.11 (b, g, n) — A set of WLAN communication standards in the 2.4, 3.6 and 5 GHz frequency
bands.

Access Point — A device that allows wireless communication devices to connect to a wireless
network using a standard such as WLAN.

DHCP — Dynamic Host Configuration Protocol. A network application protocol used to obtain
configuration information for an Internet Protocol network.

DHCP Server — A server that uses DHCP to obtain configuration information for operation in an
Internet Protocol network.

DNS — Domain Name System. A system for converting host names and domain names into IP
addresses on the Internet or on local networks that use the TCP/IP protocol.

Firmware — A program that internally controls an electronic device.

Gateway — A network point that acts as an entrance to another network that uses a different
protocol.

Host Name — The unique name by which a network-attached device is known on a network.

HTTP — Hypertext Transfer Protocol. An application-level protocol for accessing the World Wide
Web over the Internet.

IP Type — The type of service provided over a network.

IP address — Internet Protocol address. The address of a device attached to an IP network (TCP/IP
network).

LAN — Local Area Network. A type of network that lets a group of computers, all in close proximity
(such as inside an office building), communicate with one another.

MAC Address — A number that uniquely identifies a given network adapter on a LAN. MAC
addresses are 12-digit hexadecimal numbers.

Network Mask — A number that allows IP networks to be subdivided for security and performance.
Port — A virtual data connection used by programs to exchange data.

Port Number — A number assigned to a user session and server application in an IP network.
Router — A device that connects two networks.

SSID — Service Set Identifier. The name assigned to a WLAN network.

TCP — Transmission Control Protocol. A core protocol for transmitting and receiving information
over the Internet.

TCP/IP — Transmission Control Protocol/Internet Protocol. Acommunications protocol developed
under contract from the U.S. Department of Defense to internetwork dissimilar systems.

VPN — Virtual Private Network. A secure private network that runs over the public Internet.

WAN — Wide Area Network. A public network that extends beyond architectural, geographical, or
political boundaries (unlike a LAN, which is usually a private network located within a room, building,
or other limited area).

WEP — Wired Equivalent Privacy. An IEEE standard security protocol for 802.11 networks.
Superseded by WPA and WPA2.

WLAN Client — A wireless device that connects to the Internet via WLAN.

WLAN — Wireless Local Area Network. A typically low-power network that transmits a wireless
signal over a span of a few hundred feet and usually only to stationary devices.
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WPA/WPA2 — WLAN Protected Access. A security protocol for wireless 802.11 networks from the
WLAN Alliance.
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